Synaptein Solutions

Synaptein Proprietary



RPA - Key Technical Areas

M | | L1
SECURITY ! ﬁ

EXTENDIBILITY

RESILIENCE —

Synaptein Proprietary 5



Fully centralized command & control, centrally updated
re-usable objects, drag & drop design, expression builder
with built-in debug, automatic process design error
check, dynamic queue management, and many-to-many
robot / process assignment



Control Room

Fully centralized command & control of the Digital Workforce

Home Studio Control Analytics Releases Systerm Digital WO I’ke rs &

Sessions - Control currently running sessions Connect|V|ty

|

'—:—"';'_|0 Session Management Available Processes - Drag and drop processes on to resources Resources
Last2 h
T as m,'lrs MName Description £ Mame / State Session Info Memb
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b Y Last 4 hours =&  Default = Default
it T Last 8 hours @ Start Resources Start more resources El BPO381 Idle Mo sessions
El@ Queue Management =~ Banking El BPO381. Missing Connection Lost
= Queue Demo merican Bank - merican Ban emao, using the following Demo Applicatio - e o0 ses5ions
I:I = Q D Al Bank - CRM A EBank 154 D the foll D Applicat IEJBF‘SUPUS WINTO 1dl N
— cel Demo opulate Customer Queue opulate Customer Queue - : e pending
£F Excel D P late Cust Q P late Cust Qi IEJBPSUPUS WIN10:8182 Idl 1 di
- &F Customers =@ Blue Prism El BPSUPUS-WIN10:8183 Idle Mo sessions
-4k DMR &l im
port VBOs Import all VEOs
i‘:i Email Monitor Queue B
I I & Demo
- 4% Invalid PO =
. & NGSC
g Pending Vendor £ Process Status - A Pracess Status - A
i Ready To P_ost =& Finance
‘g - SOPS_Email @ Invoice Processin Invoice Processin ha
'1‘:1' SOPS_Exception_Cueue < 9 g >
- 4% SOPS_Magmt_Report_Cus
\;\ 'I:I' SOPS_Region_QOueue Filter using selected Process Filter using selected Resource £ >
-, - 4F status A
g Status B Environment Start Selected Sessions Stop Selected Sessions Show Session Variables Show: 5000 v
WEBEOs to Load
- ¥ Visual RecognitionQuen. All - Al * Al - Al ~ | Last 4 Howurs Al ~ Al ~ Al e
I'_'I ;:c;‘:.liv:?ueues 10 Process Resource User Status Start Time End Time Latest Stage Stage Started
=i cheduler .
=] Reports :
I:r Recent Activity 84... Populate Customer Queue BEPSUPUS-WIMN13:83183  admin Stopped 1/29/2019 8:16:06 AM 1/29/2019 8:16:09 AM
E‘El Timetables 63.. American Bank - CRM EPSUPUS-WIN12:8182  admin Completed 1/29/2019 5:21:24 AM 1/28/2019 5:23:23 AM
; E| Today & Tomorrow 63.. American Bank - CRM EPSUPLIS-WIN10:8183  admin Completed 1/29/2019 5:16:20 AM 1/28/2019 5:18:30 AM
L,E:' Schedules £3... Populate Customer Queue EPO331 admin Completed 1/28/2019 5:14:31 AM 1/25/2019 5:14:45 AM
[+ 7= Retired SChEdLHES\

Schedules & Active Filtered Work View

Queues

Apply Changes
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k Queues

- Robotic Process Automation Software ? — =

Home Studio Control

Analytics Releases System

ure work queues

2
Q ”;‘_‘9 Session Management 14 queues (Running: 12, Paused: 2)
E"El ?Héiiia;:?nzment Queue Name Statu? Warked Pending Referred Total Average Case Duration Total Case Duration
h{‘ L. £% Excel Demo 11 invalid PO Paused [} 0 i} [} 00:00.000 00:00.000
[ {1- Customers Il status & Paused 8 0 o 8 00:06.500 00:52.000
S -I:I- DMRE P Customers Running (i] 00:00.000 00:00.000
I:I 'I.'.'r Emai! Monitor Queue » DMR Running [ Queue Histor’y 00:00.000 00:00.000
— - %F Invalid PO » Email Monitor Queue Running 1] 00:00.000 00:00.000
- %% Pending Vendor P Pending Vendor Running o o o o 00:00.000 00:00.000
- 4F Ready To Post P Ready To Post Running 0 g 0 0 00:00.000 00:00.000
I I - %% SOPS_Email _ b sOPS_Email Running [} [} o o 00:00.000 00:00.000
~## SOPS_Exception_Queue || | 50ps_Exception_Queue Running o o o o 00:00.000 00:00.000
- ¥ S0P5_Mgmt_Report Qud | ), cops mgmt_Report Queue Running 0 0 0 0 00:00.000 00:00.000
in‘a g :g:j;":g“’"—o"'“e b SOP5_Region_Queue Running o o o o 00:00.000 00:00.000
'm. Status B P Status B Running 1] 1] 0 0 00:00.000 00:00.000
# VEOS to Load P VBOs to Load Running 70 ] 26 96 00:04.208 06:44.000
\\‘\ ,_'I.'.'r Visual Recognition Quet P Visual Recognition Queue Running 147 ] ] 155 00:25.768 01:06:34.000
A Active Queues .
0B seneae Tags & Exception Info.
Quewe Contents  Clear Fiters Show i E
Al [Jan M [ A an [ | an o e M | an [ [ |
Item Key Priority  Status Tags - Resource Attempt Created Last Updated Completed Total Work Time Exception Date
& 331384118 1 DepositCo  Confirmation Mumber BPSUPUS-WINTD 1 4M12/2019 81453 AM 412/2019 8:15:31 AM 4/12/2019 8:15:31 AM 00:1e
& 457566439 1 DepositCo Confirmation Number: BPSUPUS-WIN1D 1 4M12/201% 81453 AN 412/2019 8:15:50 AM 4/12/2019 81550 AM 0019
& 149161464 1 DepositCo  Confirmation Mumber BPSUPUS-WINTD 1 4M12/2019 81453 AM 412/2019 81613 AM 4/12/2019 81813 AM 00:23
I" 557373391 1 Exception: Business Ex BPSUPUS-WIN1D 1 4M12/2019 81453 AN 412/2019 81613 AM 00:00  4/12/2019 81613 AM
=s=  B54932673 1 Silver EPSUPUS-WINTD 1 412/2019 81453 AM  4/12/2019 81453 AM 00:00
557373391 1 Silver EPSUPUS-WINMNTD 2 4M12/2019 81453 AN 4M12/2019 8:14:53 AM 00:00
=+= 056795352 2 Silver EPSUPUS-WIN1O 1 412/2019 81453 AM  4/12/2019 31453 AM 00:00
s+ 553238465 2 Silver EPSUPUS-WINMNTD 1 4M12/2019 81453 AN 412/2019 8:14:53 AM 00:00
=+= 033193582 2 Silver EPSUPUS-WIN1O 1 412/2019 81453 AM  4/12/2019 31453 AM 00:00
sss 265430815 3 Silver EPSUPUS-WINMNTD 1 4M12/2019 81453 AN 412/2019 8:14:53 AM 00:00
=+= 035424394 3 Silver EPSUPUS-WIN1O 1 412/2019 81453 AM  4/12/2019 31453 AM 00:00

Process Priority

Process Locks
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Objects : Building Blocks for Scale

By modelling the parts of the application that you are going to use first, then creating re-usable
objects that interface with the system like a user, processes can be layered on top that chain together
this library of objects with business rules to create flexible, maintainable processes.

Synaptein Proprietary

If a system changes, change the model. Once.

If an application interaction needs to change, update the
object. Once.

All of the processes that use this information inherit these
changes, without re-recording or rebuilding them. And
processes can be written more quickly as the building
blocks that already exist can be re-used in different
business scenarios.

With Synaptein, the Total Cost of Ownership
exponentially reduces over time.




Intelligent tracking of underlying application logic, real-
time logging to a central database for rollback or hot-
failover, no license fee for DR, support for hybrid-cloud
infrastructure, no-code exception handling, and build &

debug in one studio



Object Studio

Enables the creation of re-useable RPA Objects (Application Actions) as the building blocks for the
business process (Lego Pieces).

® Object Studio - Edit - National Bank Prof AV LA {1 -1 X=1| Debug == =R~
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(0w are authoraed| | £-ISA Proposal - ] e 7 I
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- Daily History File 3 Class Name = (Equal) texth <> Decision > | - T - E
— [=- Save As Window ) i ) / [Failure ) i
Al L Remember me next time R ¥ [ = Equap 65 % Choice False et . 1
L { watt } ) 5
b D = (Equal} o ‘Y - T
s loain . . v 4 | ) Calculation . -
9 | - i e Propozs)
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Process Studio : Action Stage Properties

# Action Properties

MName: Save File

Drescription:

Business Object

Centrall o Group: [ ] Page [~] Data Type
Dt PDF
Action Adobe - Basic Actions y. [ view &l items
nputs | Outputs | S3\o=0pe Objects Re-Usable Objects —
Mame Blue Prism MAPIEx 7~ Collections
) SOPS_Clear_Werk_Queues Dates
FileName SOPS_iStream_Object oot
SOPS_SBC_Attach_And_Close - eTimes
SOPS_wordinterop lags
SAP |
-
SAP Transactions - NGSC Numbers
Technology Specific Sl t
Mainframe . .
MBS Credit Search System & Action Properties ? — O b
Utility
Utility - File Management Y .
Utility - General Mame: Export to PDF
Utility Objects I
Utility - HTTP - Extended Description:
Action to take
Business Object | MS Wword VEO W|th|n Object
Action [ view All ltems
puts | O Add Table Row —
P WP | ptach Instance - Binaries
Mame Clear Clipboard - Collections
Close
handle Copy to Clipboard e
Create Document - DateTimes
documentname | Create Instance - Flags
1 1 Detach Instance
Logging Options o - Images
i - Numbers
for Every Object ExportfDE
Find Text - Passwords
Get Body
Get Footer Text
& Get Highlighted Text ... Times
Stage logging: Enabled ~ [] Dont log parameters on this stage Ege-rable Cell Value - TimeSpans
‘arning threshold: | System Default ~ MNumber of minutes |5 = (0 to disable) Open
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Process Studio

Enables SME to design, build, edit and test processes, constructed from RPA Objects.

Connected-RPA

& Process Studio - Edit - American Bank - CRM
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"~ | Recowver /. Derail / H Item Dats 7/ N T~ ~T
__Ei::epti:}nl_.-" | | Empty ez
[_Resume FRetries Cgu T y Main
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Decision Property Wizard

4 Decision Properties ? -

Mame: Max Retries Exceeded

Description:

Expression Data Items
xception Retries Count] = [Mageleia roup: age ata Type
[Exception Ret t] = [M G [JPage [] Data T

MS Access-Style [ View All ltems

Expression Logic - Binaries
- Collections
- Dates
- DateTimes
. . [+ Flags
: Expression Builder - images
Logic Evaluator _ v
- Passwords
[t Text
- Times
Validate Evaluate Expression - TimeSpans D a ta E le me nts
Functions Function Detail
[#- Environment ~ | Multiply ()
[+ Exceptions Getz a number by multiplying twoYumbers together.
- File E.g. 1" Zresultsin 2.
[+ Logic
E—Zl-- . . Operand A =
- Add (#) FunCtlon lera ry The left hand cperand.
- DecPad Operand B =
- Divide {/) The right hand operand.
- Log
- Muttiply {7}
- Power (™)
- RndDn
- RndUp
- Round
- Sqrt
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Continuous Improvement : Management Information

..' Process Studio - Edit - Bulk IFA Application Process
PP

Resources to search

B Process MI for Bulk IFA Application Process

Process Management Information

Sessions to query

[ O | =)

*

+
+
+

1|

Name

Active Queue

i« CustomerServices

1 Finance

i HumanResources

ES wWaALDEN
¢ Operations

== RPAVMDEVELOP

ES RPA-VMDEVELDP: 8182

S RPC-FINSERVDEMOD

¢ SAPSERVER

State

Offline
Ofline
Ofline
Connecting
Offline
Connected
Connecting
Connecting
Offline

L1

Members Last Emor

0 s

Mo such host is know
24

Mo connection could
Mo such host is know

To

From

7112017 5:00:00 AM

8122007 5:00:00 AM

[] Debug Sessions Only

L5
35 Sessions found

Resource

BRPANADEW

RPANMDEW...
RPANMDENW...
RFPANVMDEW...
RPANVMDEW...
RPANMDEW...
RPANMDEW...
RPANMDEW...
RFPANMDEW...

RPANMDEW...
RPANMDEW...
RPANMDEW...
RFPANMDEW...
RPANVMDEW...
RPANMDEW...
RPANMDEW...

Process

Bulk IFA Applica. ..
Bulkz IFA Applica. ..
Bulk: IFA Applica...
Bulk: IFA Applica...
Bulke IFA Applica. ..
Bulke IFA Applica. ..
Bulkc IFA Applica. ..
Bulk: IFA Applica...
Bulk: IFA Applica...
Bulkc IFA Applica. ..
Bulke IFA Applica. ..
Bulkc IFA Applica. ..
Bulk: IFA Applica...
Bulk: IFA Applica...
Bulkc IFA Applica. ..
Bulke IFA Applica. ..

Buille IFA Annlica

Start Date'

BAT/2017T 3:40:14
BrY 2017 30712
F20NTT 12124
872017 10420
B/4s2017 12:26:0 .
BA32017 12:52:3.
Br3 2017 12:32:3..
87372017 12:01:2...
8/372017 11:37:0..
Br3/2017 10:47:2.
TAEZTS20NT 4473
FA2TF20NT 3:56:0..
FAZTS20NT 3:54:0..
FAETS2NT 1226
TAETS20NT 12250
TAEZTSANT 12230

g

TAARSIAT G-PR-TD

RPAVMDEV...
=]
-l

L

End
8474
874
B/7S,
BT
Bras
8/3/

830

837
87537
8/37
72T
Ere
re
e
o
72T
TSR
F

mn

35 Sessions
selected

[ Select All ] [Selec:t None]

Stages to analyse

v [Analyse][

Clear

=[] Actions
[ Mlerts

[ Choices

=[] Ends

[+ Decisions

=[] Check Eligibility

-] Calculations

-] Exceptions
- [[] Multiple Calculations
[ Processes
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Actions to Analyze

| »

m

L= & == ]

5= | Store In: |0

rk I IUpdate local Excel Record

Start

Overlay’s Log History
for Path Analysis

Locats Custorner |

Get Eligibility
Data

.

Check ISAs

Razson - [SA- N
- Held -

Ineligible = Trug-
b -




Military-grade credential management, integration with
AD/LDAP/CyberArk, encryption of data in transit/at rest,
ousiness-level segregation of object and process
nermissions, decoupled build & run via granular roles-
pased access control, integrated password vault, disk level
encryption, data masking, and integrated release
management




Security & Compliance Imperatives

With the widespread adoption of Robotic
Process Automation (RPA), organizations
have come to understand that a digital
workforce requires oversight, security,
and governance safeguards similar to
their human counterparts.

There are four high-level considerations
business leaders must address to ensure
the security and compliance of their
digital workforce.

PR NS
= TR T

L \ /
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N Lo
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o e £
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Centrally-Managed User Access Control

What You Need to Know: Looser access controls, such as
team-level access, are not sufficient for fail-safe security
and compliance. Access parameters that are managed per
robot, process, and even specific objects are inherently
more secure.

Infrastructural Security
What You Need to Know: At a minimum, organizations that
plan to implement RPA should create an environment
where their robots can operate—as well as be configured
and assigned—that is free from interference, informal or
casual inspection, and especially, tampering.

v

Action Item: Segregate processing and
management environments and impose
separate governing controls for each.

O

Systemized Activity Logging
What You Need to Know: Organizations can only ensure
accountability and responsibility when 100%of all
transactions for every single process are recorded in real-
time and securely stored.

v

Action Item: Only consider RPA operating

Action Items: Enable only specific users to
build specific processes using specific objects.
Then enable multifactor security that
mandates secondary approval for all changes.

O

Irrefutable Audit Trail

What You Need to Know: Ultimately, the quality and
integrity of the audit trail will not only discourage malicious
activity but will provide non-repudiation.

Action Item: Implement an RPA operating
system that not only logs everything, but

systems that systematically record 100% of
every action taken and changes made—creating
an unmalleable and irrefutable audit trail.

centrally stores the log to eliminate any and
all tampering of the record.




Credential Manager Overview

*  Runtime environment subject to rigorous .
Zero Retention physical and logical security controls .
»  All access audited
‘ Passvvords_are «  Optionally secured further using RPA .
used transiently Secure Windows Authentication software

and not retained

\ \

Enables separation of roles/responsibilities Recommended

Ensures no DBA can access encrypted data in
isolation

Enables different keys to be used across DTAP
configurations

Interactive Clients
(Virtual)

Runtime Resources
(Virtual)

Application Server
(Virtual) Database
Communication

L Canfigure & j L A

Control Robots

Access Control Policy

* Implemented on a per
credential basis, restricted by
combination of user / process /
resource

*  Allows strict control over how
credentials are used (in
addition to expiry and change
frequency rest requirements)

Synaptein Proprietary

Operating Communications

!

Secure Network Communications

—Schedule RobotsJ
Operating Communications

Database Server

Single Blue Prism Database

e

Encrypted repository

»  Passwords transmitted securely using *  Passwords securely held within
a trusted .NET Remoting or WCF SQL Server database
connection *  Encrypted using industry

* Clients & Resources can connect to recognised techniques (3DES/192
Application Servers using the host or AES/256)

name, IPv4 or IPv6.

Microsoft

Active Directory

Message content security and integrity
Single sign-on for the RPAPlatform
Runtime Resources authenticate using a
domain account

Optional

CYBERARK’

The RPA CyberArk Integration
allows for credentials to be
retrieved from the CyberArk
Credential store, whilst retaining
the controls over their context
within the RPA environment,
using existing functionality



Exception Handling : Password Protected Screen Capture

Home Share View

v 4 » ThisPC » Documents » Documents Search Documents

v O

[ Deskiop A Name Date modified Type
] Documents ﬂA:counts to Process DONE.xlsx 30/05/2017 21:09 Microsoft Excel W...
4 Downloads
D Music File In Use x
=] Pictures .
B® Signin to your account X |+ m Videos ij The action can't be completed because the file is open in Excel 2013

Close the file and try again.

€ (D @ Micro... (US} https://login. a o Ineal Miek (04 RE'SG urces
1item 1item selected 3.63 KB Pamntoin Erressres
L LIN Type: Microsoft Excel Worksheet
~ EEIE MName State Sesslon Info Control State ™
B Size: 5.63 KB
MSCOM-SiteMuse u Date modified: 30/05/2017 21:09 DATA  REVIEW  VIEW
by | BB Conditional Formatting~ | | [
Work or schoal account 36 s me:t e Table - e U SA
Cancel &P cellsiyles- T Boston
authorised.user@microsoftonline.com er Styles IEI
o - F’ =, Runtima499  Idle Mo actlve sassions Connected
X
El RuntimaS00  Waorking | active, 1 panding Connected
L Keep me signed in N g c o . ; 5 s Runtimas01  Offline
1 AccountID  Location Credit/Debit . -
2 1256214 United Kingdom £500.00 El Runtimas02  Warning 2 actlve, 1 warning Connected
3 1542164 USA -£1,500.00 -
s 1543885 Germany £2,500.50 El Runtimaso3  Missing Connaction lost - 555 Offline
Can't access your account? 5 8742155 Republic of Ireland £400.00
6 4511510 USA £25.00 = Mew York
7 1531543 Italy £9,500.00 El - o~
8 5656548 Sweden £125.25 =, Runtima750  Working | active Connected
2017 Microsof BE Mi ft Sheetl
S mReEe — & puntme760  Logged Out Connected
Ellﬁuntlme?ﬁﬁ Warning | active, 1 warning Connected J
= Orlanda Members
W
= San Franclsco —
< Capabilities »
- |Shnw latest screen capture

Available resources only

Unavailable resources only
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User Permissions & Access Control

RPA’s Login Agent provides a mechanism to assist
with automating the login process for a Windows
machine so that a RPA Runtime Resource can be
started. This capability allows digital workers to be
fully autonomous, maintain their own passwords,
report they are clocked in for work, and clean-up
their workspace.

A number of example RPA processes are provided
within the release package:

Change Password - Resets the password for the
currently logged on user and overwrites the
password associated with the credential record.
Provides support for configuring the complexity of
the password that will be generated.

Check Logged In- Checks the current logged in
state of the device where the Runtime Resource is
running.

Login - Instructs a Login Agent Runtime Resource
to retrieve a credential and execute a login.

Logout- Instructs a RPA Runtime resource to close
all programs in the user session and logout of
Windows. An optional delay can be passed in as
the parameter 'Delay’ which will hold off from
logging out for the time specified. The process will
still complete immediately, and the session will log
out after the delay has passed.

Synaptein Proprietary

Fully customizable role-based access is available,
using the Principle of Least Privilege. Individual
users and whole groups of users can be assigned
administrator-configurable combinations of
system access rights.

Security - User Roles

Roles Permissions
. Alert Subscribers E\-D Analytics
- Developers [] control Room
- Developers APAC EA- Object Studio
Developers EMEA L] Process Alerts
- Developers GLOBAL B Process Studio

Developers US

- Process Administrators
Runtime Resources

- Schedule Managers
- System Administrators
Testers

Create Process

Delete Process

dit Process

Edit Process Groups
Execute Process

Export Process

Import Process

i Manage Process Access Rights
[ view Process Definition
-] Release Manager

-] Resources

-] Scheduler

-] swstem Manaaer

Create Delete

This access is defined separately within the
context of each environment: Development, UAT
and Production so that, for example, wholesale
editing rights need not be granted across the board
but instead in strict isolation.

User Access can also be governed centrally by
means of integration with Microsoft Active
Directory. This allows system access to be
maintained under the central control and
governance of an authorised administrator, in the
context of users’ other access rights across the
network.

E-[&) Processes

=)

e B-8-8

Multi-Team Environments enable organizations to
model increasingly complex security
configurations within RPA by extending the
existing role-based access controls to enable more
granular configurations.

& Manage Access Rights ? X

Access rights for group "APAC’

Applies to 1 Process

O Unrestricted (® Restricted Inherited
User Role Permissions on the items
Developers [ Select/ Deselect All
Default (Defauls Process Administrators Pemission
APAC
 APAC ) Delete Process
wias) Developers GLOBAL O
us Developers US [J | Edt Process
Objects Testers ¥ | Execute Proce
Default (Defauit)
. Global Objects Developers EMEA [ | Export Process
Developers APAC [ View Process Definion

Permissions on the group
[ Select/ Deselect All

Pemission
M |Create Process

Edit Process Groups

O
[J | import Process
O

Manage Process Access Rights

These capabilities better enable organizations to
share RPA assets, such as Business Objects and
Runtime Resources, with multiple teams within a
given RPA environment by allowing permissions to
be assigned, not only based on the type of asset,
but also based on the hierarchical structure of the
assets.



Cradle-to-grave object & process change history, visual
side-by-side process history comparison, real-time
entity-level session logging, system audits, process
execution audits, work queue snapshots, password
protected exception screen capture, and integrated
release management



Process Change Audit

Horme Studic

Control Analytics Releases Systernn

ses or Busines

Studio View detail about Proces

s Objects

Summary

")
Q = Processes
T %_@ Default (= & Microsoft - KYC Process - Full ofChanges
) - ABBYY — : ,
b‘( I @ FlexiCapture 12 Listener This is a simgle process that incorporates five seperate processes,
[ananas| ---@ Appian ) ) ) . )
- Banking Version history for this object / process:
|:| :@ EL"':t;;':m Date and Time Type of Edit By User Edit Summary fvailable?
- El-z Customerservices 9/4/2018 5:00:43 PM Updated email component to use fewer actions _
[ .ﬁ Mew Account Onboarding 9/4/2018 8:50:59 PM  Modification MRudy working to slim down email component Yes
I I ...@ Cyclops 2/28/2018 11:42:53 ... Modification MNRudy Updated Email profile for Rosie Yes
- Demao 2/9/2018 &:07:16 AM  Modification LBachenhei... 1 grid spacing Yes
---g;. Ephesoft 2/9/2018 8:04:56 AM  Modification LBachenhei.. 1 ptgrid Yes
. -z Finance 21/2018 153300 ... Modification LBachenhei.. Microsoft s
‘ﬂ - Geographic MTE Demo TA6/2018 11:42:16 ... Modification  MRudy Tested new data item clearing functionality Vs
E-gl Hemstad 7/16/2018 11:36:15 ... Modification MRudy Updated Process to clear all data items at the end of the process es
""EJ Intelligent Services TAZ2018 2:43:55 P... Modification MRudy Removed unnecessary anchor on main page Yes
'\‘\ EI'@ KYC Dema 732018 12004:59 ... Modification  MRudy Process overwritten by importing a release Yes
-’ T 'ﬁ _ 712018 11:45:34 .. Modification  MRudy Process overwritten by importing a release Yes
H-& Ir_qnagsm Agent 7/11/2018 10:11:29 ... Modification NRudy Updated APl URL to East
O Orade : _
: g Sap Creation ['ul... NRudy Process createq Wiew Yes
g TrustPortal ||I| Compare |
VEBO Import Utility . . .
B ég%bjm Highlight 2 Versions for
g Dot (Dol Immutgble Comparison (next slide)
g American Bank Update HIStory
---@ Appian
---@ Banking
---@ Blue Prism OOTB
...@ EF
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Process Version Comparison

[ = =N =5

# Process Comparison
pa

File  View
as of: 2/26/2016 7:5

Comparing process: ‘Bulk IFA Application Proce
With process: ‘Bulk IFA Ap ation Proces as of: 10/25/2016 2:16:22 PM

After Editing:
[=]] Main Pag= [ Gpen Apps | Upload Spreadshest | Chedi Bigiviity | Create Proposal | Close Apps | Verfy Virtual Worke

New Stage

Before Editing:

[j Main Page | Open Apps | Upload Spreadsheet | Check Biigibility | Create Proposal | Close Apps [ Data |
Removed Stage

Bulk IFA Process o
Enters bulk applications for IFAs )

»

-
Bulk IFA Application Process
Enters bulk applications for [FAs

Crested by admin st 12/11/20157:12:1
Last changed by SEDamo at 7/6/2017 4

Created by admin st 13/13/30157:12:1
Last changed by SEDemo at 7/6/20174

Alertd

Open Apps

. Row Number
’,’ 2
1 hd —_—— 1
= Get Next Itam b Row Number pal el Gat Nest Tem
L Ttem ID T e 2 r
e Item [D A
- Z al
-+ — Blerta
Yes ResocurceMame
FY
F 9
Creste P 1 Eligible? b
Creste Proposal Eligible? | resis Fropess o
v +
-Markcnmple(ﬂl » I Update Sp I 4 Mark Exception
Edited Action =
Update Spreadshest
_ (——— 4 Update Row Number >
. b Compare

< Update Row Number m—— % ()

Dependencies |

- @##% &% Dependencies

< I m ]
Find Text

- @##% &% Dependencies

Find Text
M 4 » »l
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Change Management & Version Control

Users are required to document their changes each time they
managed means of deploying changes from one environment save a change to a process and a full version history is captured |

to another - eg. From Development to Test & Production along with the date/time and identity of the person making each Locate Customer
environments. change.

Y

The RPA Release Manager provides a secure, audited and

» Create Release ?
Configure the package [Bulk 12 Application Pracess =) Gt Eligibiity Dato
Date and Time Type of Edit By User Edit Summary Available? B —
Processes

Drag and drop components to add them to the package

27/10/2015 13:04:29  Modification  Glones

02/10/2015 15:13:07 | Modification | Lwinter |

Updated Operational Fa...  Yes

Process overwritten byi. [Yes | ©Process

View Selected

20/03/2015 13:49:34  Modification  MMayhew Remove start time variable  Yes y

= [f) Processes Component Name 20/03/2015 13:49:22  Modification  Glones Manitor start time for m...  Yes - Yes

#-1 Arrears Management I | Working Week / No Holidays 20/03/2015 13:48:54  Modification  LWinter Add status stage Yes

- [l Contracting 20/03/2015 13:48:11  Maodification  Glones Updated case complete ... Yes

# [ Credit Scoring and Legals B |y proces o I_

. . GeolPSenvice =% jodification inter ipdated for new system ...

e Finance and Administration = 17/11/2014 16:36:42  Creation (vi.. admin Yes

k Mew Business WS_GlobalWeather
+- . Business Objects
© 24 Work Queues 4 | IFA Applications . . .
= 3 Catendors A full visual comparison can be made between any two versions
+ () Schedule Reports/Timetables T . " .
& B wen Services in "Process History" and this uses a red / amber / green Py
+ & Environment Variables . . . . L
P G convention to highlight any deleted / modified / new stages, N~
ol Tiles
+ ] Dastbosras respectively. Resident? o —

Before Editing: After Editing: \ "\\\ '/'
(=] Man Poge | Uioad Soreadsheet | Data_| Check Bigbity | Greste Proposa (=] 7V Page | pload Spreatshest [ Bata | heck Eighity | Create Proposal
2 —| B
o
[Ip— N * St
Check Eigibiliy 1 .’J’

< Back Mext > Cancel

< Over 187 N —

The Release Manager takes the form of an intelligent wizard
that helps the user to wrap all of the components and
dependencies of an automation into a single unit, allowing

= !

Show SShast

changes to be implemented atomically. o - *

The resulting package is exported in an open xml-based file
format which can be stored and versioned in independent
repositories, if required.

Process History exists not only as an audit feature but also to
facilitate rollback to old versions and in order to facilitate the
correct interpretation of historic log files against the

Synaptein Proprietary corresponding process, as it appeared at the time.



Platform & Process Audit

Changes to the platform itself are audited as well as changes
within it. Each event, as well as each change, is audited.

“In effect, the System Administrator's
behaviour is subject to the same level of
scrutiny as that of ordinary users.”

Events include actions such as merely logging in to the
system; for example. Changes include interventions such as
amending environment variables; making changes to users'
privileges; the importing and exporting of data; etc.

Audit Log 17/11/2014

Time

Narative

16:36:35 User 'admin’ logged in to resource "WIN-7B76RM

16:36:37
16:36:37
16:36:38
16:36:38
16:36:39
16:36:39
16:36:42
16:36:42
16:36:42

User "admin’ logged in to resource "WIN-7B76RM

The user 'admin’ imported the business object ‘M5...

User ‘admin’ logged in o resource "WIN-7B76RM

The user "admin’ imported the business object "LKili.

User 'admin’ logged in to resource "WIN-7B76RM
The user "admin’ imported the business object "NB
User "admin’ logged in to resource "WIN-7B76RM

The user ‘admin’ imported the business object ‘Mat.

User 'admin’ logged in to resource "'WIN-7B76RM

Comments

Object imported from file C:\Users\BluePrism\A,

Object imported from file C:\Users\BluePrism\A,

Object imported from file C:\Users\BluePrism'\A

CObject imported from file C:4\Users'\BluePrism'A,

In effect, this means that the System Administrator's
behaviour is subject to the same level of scrutiny as that of

ordinary users.

Synaptein Proprietary

Work items are typically captured in an RPA queue. This
provides Operations teams with immediate access to case status
and outcomes as well as management information on case
times, creation & completion dates, etc.

Queue Contents  Clear Fiters  Show Positions in Qusue
All v | Al W | Al WAl WAl W | Al W | Al v

ltem Key Priority  Status Tags Resource Attempt
T Tosaisazsaam 1 0T humoseore | 1]
24071313332004 [ Refresh View 1

24129830875012 Select All
24071313382094
24148247204724
24081312332144
24129830875012
12345612345678
24129830875012
24021542532808
24071313382094
24021542532808
24071313382004
24129830875012
24071313382094

Unlock Selected Case(s)
Mark Selected Case(s) with Exception
Delete Worked Case(s) from Selection

Force Retry
Edit Status
View all attempts of this item

Copy Item Key to clipboard

Export current view as report ...

rTooo oo oo0 00000

VAR AASAAASASAS

< | View Log
4 4 | 1 |of 9 | | Pl Totalif) Help Row

A detailed history of activity is captured by runtime robots on a
case by case basis, who record all of their activity in a session
log. This record includes - for example - every button pressed,
every piece of data that is read, every decision made, etc.

Where sensitive data is concerned, the logged information can
be masked or omitted if necessary in order to comply with data

standards such as PCI. The detail of the log relates directly back

to the structure of the process diagram, making it easy to
interpret for business users.

System Usage
* Login attempts, both successful & failed
» User activities, locations and outcomes

Administration

* Changes to system configuration

* User Management - deletions, additions,
amendments

* Changes to endpoints, input/output
locations, environnent variables, etc.

Development Lifecycle

* Creation of new processes

* Process Changes - prominent audit trail and
ability to provide peer review

* Change management - publication, import /
export, migration, etc.

Operations

» Which user has started which process

* Where and when a process has executed
and how long for

« Complete record of robot activities



Process Discovery Tool, Public & Private Digital
Exchange, APl Configurator, Data Gateways, Drag &
Drop IA Skills Toolbar, & Intelligent Document
Processing (Decipher Beta)



Process Discovery Tool

Group-Based Access

Inventory Management

Company
Admin

= & T
\ m j DEFINE, DESIGN AND DEPLOY =
RPA Admin approves Company Admin access.
Company Admin adds groups & users. 4 4

Process Assessment

ALL BUSINESS PROCESSES

PROCESS DISCOVERY

J

process
assessment

e Structure the Tool to reflect the

organization & autonomously control

User access.

* Drives engagement whilst

maintaining centralised governance.
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« Create a unique record of, &
track, every process assessed.

* Enables progress tracking &
benefit realisation calculation

Incubate

machine learning
algorithm determines
AP and IE score

Automation Potential

(hard) Ease of Implementation (easy)

v

DEFINITION OF CATEGORIES:

Ready: Well documented process that is lmo t entirely digital based, repeatedly using the same applications.
Cultivate: Almost entire 1yd gital lb ed process that uses multiple applications but lacks de: ﬁnm n. Well docu-
Incubate: mented process that is primar ly non-digita lthh low thro ughput Und ﬁnedp ss that is primarily
Defer: nondgth valuate following automation of several other pro

 Determine readiness for
automation & relative benefit
opportunity

 Facilitates decision making &
management reporting



|A Skills & The Digital Exchange

Digital B A aut the Digits : Sub . er 7L Search for ASSHTS, PARTNERS, CATEGURN

@ ﬁ CIK’ 9} JGHEST RATED
‘ ‘ Google Vision APL

Enables understand the content of an imag-:-; B
encapsulating powerful machine learning

HE X &9 -c-[zom 100% - & Q 5 -B I U - le content, extract text {OCR), L
bl 5E(= 2 E®¢trors |> &0 §ig [@ S~ Find Text - {#% &% Dependencies on, image atiribuies

: "4

Expression: | | Store In: SKILLS g 4 2
> Link
+ B Main Page Load Data Translate Populate Queue Analyse Sentiment ~Reset Global Data Mark As Completed Mark As Exception @
4, Block e ~ A
e [ start )
.|| Process .
=_ Skills Demonstration - Translate i g
[_Ipage o A
' ™ .

T File Dat:

D Action ‘ leibata IA S kl l IS TOO l b a r 1BM Watson: Microsoft: Text =
Translator Analytics

Q Decision

@ Choice éeset Count 1 \|/,
() calculation D ra g & D ro p &T> _‘f!>_
() Multi Calc | [Detect Language] IA Skill !

Appian Integration Appian Analytics

(0)
©

» Wisal Pepception
Sk

Google: Natural Full Contact API

Inc. Count 1 { o h 7. HManning & Sequencirg
/ E | Language AP P -
/_/ Data ltem ’ = =. A |a" A5 o Il
e tedge & Insight -
[} Collection Plicrasoft I]p i S

=
S
(9

p

. ¢

| Loo| i y
P D Response Content
[ Y Note Google: Microsoft: \ \ - \ ;

) Translation Translation / b b it T w ke .

O Anchor /ﬁResponse Header% = Detect‘ q P @)
(j End ,/%E""PWJ/ / Detected

= - Google: Translate @ Languag / e —_— @

i Alert Detect Single Language : Empty/ / ‘/ Reccvil_m Technology o
|| Exception A 4 =T 1BM Watson: Fixer: Curren Indu e
A Detect Count R echange | Analytics Chatbot Framewark BigQuery s

19 g
_IRecover Translate | A 0
N Business Process W
I Resume / HTTP Status Code
Provider W

gel Language
/ 4 value
T Response Content,
} splunk > &3 avanade Go
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Digital Workers - operating a process

SQL DB HTTP End-point

3 Party DB

Data Gateway
Engine

Application Server

Flat File
(Excel/CSV)

...0r custom

Svnaptein Proprietary



Key Technical Areas Summary

Scalability

* Fully centralized
command & control

 Centrally updated re-
usable objects

* Drag & drop design
(‘Plain English
development)

» Expression builder
with built-in
debugging

* Automatic process
design error check

* Dynamic work queue
management, and
many-to-many robot /
process assignment

Synaptein Proprietary

Resilience

* Intelligent
tracking of
underlying
application logic

* Real-time logging
to a central
database
(facilitates
rollback, hot-
failover, and
disaster recovery)

* No license cost
for Disaster
Recovery

» Support for
hybrid-cloud
infrastructure
(With reference
architectures &
build support
from Professional
Services)

Security

FIPS 140-2 compliant

Compliant with ICAM guidance
from OMB Memorandum M-19-17
(NPE identity management -
Digital Workers have their own
identities)

Robust support for Privileged
Account Management solutions:
AD/LDAP/CyberArk

Encryption of data in transit and
at rest

No logging on local file system
(logs encrypted in database)

Business-level segregation of
object and process permissions

Decoupled build & run via
granular roles-based access
control (RBAC)

Integrated encrypted password

vault
. 27
Data mac<kinge

Compliance

Cradle-to-grave object
& process change
history

Visual side-by-side
process history
comparison

Real-time entity-level
session logging (Both
humans and Digital
Workers)

All aspects of the
platform are auditable:
System, Process
Execution, etc

Encrypted exception
screen capture

No shared user
credentials or desktops
between humans and
Digital Workers

Extensibility

* Process Discovery
Tool - Helps
organizations quickly
identify prime
candidates for
automation

» Public & Private
Digital Exchange -
download reusable
objects developed by
world-class
technology alliance
partners

» API Configurator

e Data Gateways - easy
enhanced analytics
output

e Drag & Drop
Intelligent
Automation Skills

« Al-powered
Intellicent Document



Synaptein Solutions

Contact:

Sharad Dayma - CEO
sharad.d@synapone.com
703-209-2350
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